
Datc: 08/08/2018

Frorrt

Mt. M.A. Saleen.r Ahmed,
Assistant Profcssor
Bharath Institutc of Lar.v
Bharath lnstitute of Higher Education and Research
Chennai

To

Dcan
Bharath lnstitutc ol Larv
Bharath Institute of Higher Education and Ilescarch
Chennai

Sub: Requcst for permission to organize a course overview on Cyber Forensics - Reg.

Dcar Sir.

With reference to tlre above subject, I would like to request your support and permission to
orgatrize a course overview on Cyber Forensics. It will be 3l hours session and tcntatively
scheduled to inaugurate on lTtr'August 2018 and classes will start fi'om lStl'August, 2018. The
resoutce person for the course will be Dr. A. Vijayalakshmi, M.L., Ph.D(Lar.v), Assistant
Professor (Senior Scale),Dr.Ambedkar Government law college, Chennai.

I eagerly alvait for your kind apploval for organizing the sarne

Thanking You

Yours Sincerely,

A?tr*u (ML. M. Salcent Ahmed)

o6 g? 1-t8J



BHARATH INSTITUTE OF LAW
(BHARATH INSTITUTE OF HIGHER EDUCATION AND RESEARCH)

I 73, Aghararn Road, Selaiyur, Chennai - 600 073

Ref No,: BIL/GC,^/AC/1 0/20 I 8 Date: 13.08.20 I 8

'l'ltis is to inform that Bharath Institute of Larv is conducting course overvierv on "CYBER
FORENSICS". 'I'his course commences from I 7'r' August. 201 8. The course comprises of 39

hours of lecturc and practical classcs. The tirnetable for the course is hercby attached. Intcrested

students can get the registration form lrom thc officc and submit the samc on or bcfore l6tl'
August, 2018.

The following members will be handing thc course

Sl.No Namc Designation

I Dr. A. Vijayalakshmi Assistant Professor (Senior Scale), Dr.Ambedkar
Govemment law college. Chennai

2 Mr. M.A. Saleem Ahmed Asst. Professor,
Bharath Institute of Law, Chennai

I
t) LA\\/

Prol. (0r.) S. GAJENDFIA RAJ' Ph 0 {Law),1'10'(L },
Dean -Law

Bharalh lnstitute of Law
horurh tnsiruiiol tl[hir tducotior, & Reseorcld;g"{rmr.*mHi.',ffi,r'-Copy to

1. All departmcnt HOD's
2. All classes
3. Noticc Board OFFICE
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haratfr
cou&su oVstfiau/ou cysER FORENSICS

OO PM0

17th August 2018 TO 22nd Septamb er ZOLS
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COURSE OVERVIEW ON "CYBER FORENSICS'

Schcdulc of Sessions

Total Duration: 39

Session Date Day Time Total hours

on 17.08.2018, 4.00 pm to 6.00pmInauguration session 3 hours

Session I I 8.08.201 8 Saturday 9.00 am to 4.20 pm 6 hours

Session 2 25.08.2018 Saturday 9.00 am to 4.20 pm 6 hours

Session 3 01.09.2018 Saturday 9.00 am to 4.20 pm 6 hours

Session 4 08.09.201 8 Saturdav 9.00 am to 4.20 pm 6 hours

Session 5 15.09.201 8 Saturdav 9.00 am to 4.20 pm 6 houls

Session 6 22.09.2018 Saturday 9.00 am to 4.20 pm 6 hours

Total Duration 39



t. Acquaint the leamers with the basic concepts of Cyber forensic and also to
acquireleamers in-depth knowledge of digital crimes.

2. To make leamers deal with Traditional Computer Crime, Traditional problems
associated with Computer Crime. To know the Identity Theft & Identity Fraud.

Types of CF techniques.

3. To cram the Incident and incident response methodology Forensic duplication and
investigation. Preparation for IR: Creating response tool kit and IR team. -
Forensics Technology and Systems , Understanding Computer Investigation , Data
Acquisition.

a. They can Understand Computer Investigation and Data Acquisition and also
procedure of filing and prosecuting cyber cases.

Module -I
Introduction to cybercrimes, kinds of cybercrimes, IPSec Protocol - IP Authentication Header .
IP ESP , Key Management Protocol for IP sec . Transport layer Security: SSL protocol.
Cryptographic Computations , TLS Protocol.

Module-II

PGP - S/MIME - Intemet Firewalls for Trusted System: Roles of Firewalls , Firewall related
terminology, Types of Firewalls, Firewall designs, SET for E-commerce Transactions.

Module-IlI
Traditional computer crime, Traditional problems associated with Computer crime. And also
gives the basic and structural ideas Identity Theft& Identity Fraud. Types of cF techniques,
Incident and incident response rnethodology ,

Module-IV

Forensic duplication and investigation. Preparation for IR: Creating response tool kit and IR
team. Forensics Technology and Systems and Understanding computei Investigation , Data
Acquisition.

Module -V
The concept of Processing of Crime and how to deal with and to relate with the Incident Scenes.
Working with Windows and DOS Systems. Current Computer Forensics Tools: Software/ Hardware
Tools, validation of Forensics Data, Data Hiding Techniques and Perfoming Remote Acquisition .Network Forensics , Email Investigations , cell phone and Mobile Devices Forinsics

Module-VI
The methods of investigation tools and techniques, analysis ofdata to identify evidence, Tec6nical
Aspects & Legal Aspects related to cyber crimes and cyber laws

COURSE O\TERVIEW ON CYBER FORENSICS

COURSE OBJECTIVE



COURSE OVDRVIEW ON CYBI]R FORENSICS

Lesson PIan

DAY.I

DAY- 4

In this lecture you will understand the IpSec protocol - Ip Authentication Header, Ip ESp , Key
Management Protocol for IP Sec Transport layer Security: SSL protocol, Cryptogiaphic
Computations , TLS Protocol.

DAY.2

This lecture will emphasize about the pGp - STMIME - Internet Firewalls for Trusted System:
Roles of Firewalls , Firewall related terminology, Types of Firewalls , Firewall designs", SET
for E-Commerce Transactions.

DAY.3

This lecture is an introduction to Traditional Computer Crime, .Traditional problems associated
rvith Computcr Crime. And also gives the basic and structurai ideas Identity Theft & ldcntiry
Fraud. Types of cF techniques, Incident and incident responsc methodology , Forensic
duplication and investigation. preparation for IR: creating response tool kit and IR team.
Forensics Technology and Systems and Understanding computer Investigation , Data
Acquisition.

This lecture will explain the concept of processing of crime and how to deal with and to reratewith the Incident scenes, working with wind-ows and Dos systems. current cornputerForensics Tools: Software/ Hardware Tools.

DAY.5

In this lecture we will be discussing about Varidation of Forensics Data, Data Hiding
Techniques and Performing Remote Acquisition , Network Forensics , Email Investigations ,Cell Phone and Mobile Devices Forensics

DAY.6

This lecture will explain about the methods of investigation tools and techniques, analysis ofdatato identifv evidence, Technical Aspects & Legal Aspeits related to cyber *imes;r; ;;;"; t*r.



Course obiective on cvber forensics

TIME TABLE
Inauguration session on I 7.08.201 8 4.00 pm to 6.00pm

DATE 9.00 am to
I0.00 am

10.00 am to
I1.00 am

E

tid

I1.20 am to
12.20 pm

12.20 pm to
1.20 Dm

E

o
E

Oz
=I

2.2O pm to 3.20
pm

3.20 pm to
4.20 pm

Inauguration Introduction
Cyber

Forensic

Kinds of
cyber crime

IP, SSL I&
TLS Protocol
and
authenlication

Key
management of

protocol

Cryptographic
Computations

25.08.201 8 Introduction to
Firewalls

Intemet
Firewalls for

system

Trusted
system offire

walls

Roll offire
walls

Terminologr of
firewalls Different types

of firewalls

Firewall
designs,
lnternet,
Hacking,
Cracking,
Viruses,

Virus
Attacks,

Pomography,
Software

Piracy

lntellectual
property,

Legal System
of

lnformation
Technology

Deleted File
Recovery,
Formatted
Partition
Recovery

Social
Engineering,
Mail Bombs,
Bug Exploits

Forensic
duplication and

investigation
Preparation for

IR

08.09.201 8 Cyber Security
and safely

handle media

concept of
Processing of

Crime

Procedure of
dealing with
and to relate

with the
lncident
Scenes

Vr'orking with
Windows and
DOS Systems

Cutrent
Computer

Forensics Tools:

Software/
Hardware

Tools

15.09.2018 Validation
of Forensics

Data

Data
Hiding

Techniques

Performing
Remote

Acquisition

Network
Forensics

Email
Investigations

22.09.20t8 investigation
tools and

techniques

analysis of
data to
identify

evidence

Technical
Aspects

Cyber laws Procedure of
filing cases

I 8.08.201 8

0l .09.201 8

Cell Phone
and Mobile

Devices
Forensics

Legal
Aspects



Corrrsc Namc Course overview on Cybel Forensics

Datc of Introduction l7-Aug-2018
No of Students
Enrolled 64

S.No Rcgistcr No Strr dent Narnc Coursc

I ul6DL004 ANTONY PRABU S LLB., (Hons.)

2 u 16DL015 GNYATI{IRI J LLB., (l{ons.)

3 u 16DL026 NATESII ANANTH A LLB.. (l{ons.)

4 u 16DL037
THANAPATHY
ALLWARAYYAN E LLB.. (l1ons.)

5 u l6DL048 TUFAN KUJUI{ LLB., (Hons.)

6 tJ l6DL059 CI]OCKALINGAM R LLB.. (Hons.)

7 u l6DL070 SLTNDARARA.]AN M LLB.. (Hons.)

u u r 6DL08l NNVEEN I{ LLB., (Hons.)

o ut6DL092 I-LB.. (l-lons,)

l0 u I 6DL103 VI.]AYASREE D LLB.. (Flons.)

ll u l 6DL066 SNNTHI A LI-B.. (l lons.)

t2 ut6DL077 FREEDA J LLB., (Hons.)

13 u 16DL088 SUGANRAJAM LLB., (Hons.)

t4 u16DL099 BHUPESH N LLB., (Hons.)

l5 u17DL004 ANAND BABU C LLB., (Hons.)

l6 u 17DL014 BRIGHT FERNANI-;US LLB., (Hons.)

17 ul7DL024 .IANANEY R

MANIKANDAN S

LLB., (Hons.)

18 u17DL035 LLB., (Hons.)

l9 u l7DL048 RONAK R l,LB., (l-Ions.)

20 ur7DL060 LLB., (I{ons.)

2t u l7DL07l VARI]N CHANKRAVARTHY LLB., (Hons.)

22 ul7DL081 HARiKRISHNAN P LLB., (l-Ions.)

23 u17DL092 NESHIYA KUMAR]'f LLB., (Hons.)

)_4 u17DLl04 NAVEENHA DEVI S LLB., (Hons.)

THIRUMURUGAN S

SIVARAMAN N



S.No Rcgister No Studcnt Nanrc Coursc

25 IJlTDLI I4 ALAGESAN K LLB.. (Hons.)

ll) u17DL124 KALAIMNNI S LLB., (Hons.)

27 u l7DL098 SIDDHARTH MANIKANDAN S LLB., (Hons.)

28 u17DL110 SIIEIK SIKKANDNR TAITIQ K LLB., (Hons.)

29 ul7DLl20 DILJITH RAM LLB., (Hons.)

30 u l7DLl30 ARUN KUMAR D LLB., (Hons.)

31 u l6BL004 ARLIN PANDIAN P G B.BA.,L.LB(Hons.)

32 u l6BL0l5 PRAVEEN S B.BA.,L.LB(Hons.)

33 u 16BL025 VIMAL I{ B.BA.,L.LB(Hons.)

34 u I 6BL035 MARUDI-IU PANDIAN R B.BA.,L.LB(Hons.)

u 1 7BL004 ABISHEK.IERROI-T) S B.BA.,L.LB(Hons.)

36 u 1 7BL0l 5 .]OMY JOSI]UA.I B. BA..L.LB(llons. )

11 u 1 7BL02tr B.BA.,L.LB(Hons.)

38 u 1 78L038 SHAMINE SAMUVEL A B.BA.,L.LB(Hons.)

39 u I 78L048 MUTHUMAR] C B.BA.,L.LB(Hons.)

40 IJI7BI,O.59 ROSHAN DANIEL.V B.BA.,L.LB(Hons.)

4t u 178L065 AKASH R B.BA.,L.LB(FIons.)

42 u17BL044 B.BA.,L.LB(Hons.)

43 u I 78L054 HARIHARAN G B.BA.,L.LB(Hons.)

44 U17BL077 GOKULA}I T

NAVEEN R

B.BA.,L.LB(Hons.)

u 17BL090 B.BA..L.LB(Hons.)

46 u17BL100 SIVAGURUNATHAN S B.BA.,L.LB(Hons.)

ul7BL1l0 UDI{AYANITHI S B.BA.,L.LB(l{ons.)

48 ul7BL1 l7 ANGELIN CHRISTINIA A B.BA..L.LB(Hons.)

49 u17BL1l8 MADHUMITHA N B.BA.,L.LB(Hons.)

50 tJtTBLl l9 THISHIYAA P S B.BA..L.LB(l-Ions.)

5l u 17CL006 ASHWATFI FI B.Com.,L.LB(Hons.)

52 u17CL016 B.Com.,L.LB(Hons.)

53 u17CL026 KRISHNA R B.Com..L.LB(Hons.)

35

NIVETHA R K

VINAY DATTA G

45

HARIPREETI-IA B



S.No Rcgistcr No Studcnt Nanrc Coursc

54 u17CL036 PITAKASFI T B.Corn.,L.LB(Hons.)

55 u17CL046 SIVASNNTHOSH VB B.Com..L.LB(Hons.)

56 u l7cL057 VI.IAYABHARATHI V S B.Com..L.LB(Hons. )

57 U I (rCL004 VIJAYALAKSHMI B B.Com.,L.LB(Hons.)

58 u17CL026 KRISHNA R B.Com..t,.LB(Hons.)

59 ul7cL038 PFAVEEN M B.Corn.,L.LB(Hons.)

60 u17CL044 SANMUGAPRIYA T B.Com.,L.LB(Hons.)

61 ul7cL050 SUGHI SELVAN A B.Com.,L.LB(Hons.)

62 u17CL0s7 VIJAYABHARATI-II V S B.Com.,L.LB(Hons.)

63 ul7cL053 SURYA BOSE P B.Conr..L.LB(Hons.)

64 U1(rCL006 SURESH KUMAR S B.Com.,L.LB(Hons.)



173, Agharam Road, Selaiyur, Chennai- 600 073

This certificate is awarded to

tor successfully completing the course overwielv on CYBER
FORENSICS

with a consolidated score of 62V". The course r,vas conclucted from
l7'August, 2018 to 22"u September, 2018

BHARATH INSTITUTE OF LAW
BHARATH INSTITUTE OF HIGHER EDUCATION AND RESEARCH

r
Mr. M.A.SaleemAhmed

CourseCo-ordinator
Prof. Dr. S. Gajendraraj

Dean-Law

I

MT. S. SIDDHARTH MAI{IKANDAN
of

Bharath Institute of Law, Chennai

4a ,)



BHARATH INSTITUTE OF LAW
(BHARATH INSTITUTE OF HICHER EDUCA'I]ON AND RESEARCH)

173, Agharam Road, Selaiyur, Chennai _ 600 073

Course Feedbuck Fornt
Course Title

Date From

DESIGN OI- TIIE COARSE

D. The contents were illustrated withl. Too few exunples

N*-, {_l,LL / L
4 a.-

0 6{w4;ah
Yenue

Please jll the shott questionnaire lo make lhe coTrse beltcr.occupution , 3hr)0,.,i-
voutorsonizationName, Br|*-l_or& {.44'/wh
Your Highesr QualiJications , 41L,
I'lease respond belorv tvith l, 2, J, I or 5, where I ond 5 urc cxplained.

TIII'
A. Were objectivcs ofthe course clear to you?

B. The course contents met with your expectations1. So.ongly disagree

C. The lecture sequence was well plannedl. Strongly disagree

5. Strongly agree

5. Adequate examples

Ycs / No Yzt

+

+

3

E The level offie course wasl. 1bo low 5. Too high

The coulse contents compared with your expectationsl. Too theoretical 5. Too enrpirical

The course exposed you to new knorvledge arrd practices
1. Strongly disagree 5. Strongly ugree

V/ilJ you recomrnend this course lo your. coll.. agues?7. Not at all S. Very su.ottgly

F

G

ll

'l Uu coNl) UCT OF TI{[ COURSEA. The lcctures rverc clear and easy to understand1. Strongly disagree

B. The teaching aids were effectively used1. Slrongly disagree

C. The course material handed out was adequatel. Strongly disagree

D. 'fhe instructors encoLfaged1. Strongl),disrgrec
interaction and werc helpful

5. Strongly agree

5. Strongly agree

5. Strongly agr.ee

3

,

3
5. Strongly aglee

5. Strongly agree

4



BHARATH INSTITUTE OF LAW
(BHARATH INSTITUTE OF' HIGHER EDUCATION AND RESEARCH)

173, Agharam Road, Selaiyur, Chennai _ 600 073

Course Feedback Fonn
Cou'se Title

Dale to

DESIGN OF TITE COURSE

D. The contents were illustrated withl. Too few examples

The level ofthe course wasl. Too ktw

A. Were objectives ofthe course clear to you?

B. The course contents met with your expectations7. Strongly disagree

C. The lecture sequence was well plannedL Strongly disagree

!-e st c

of lIWTG
rr-1/,.)

Pleasefill the short questionnqire to mqke the course befier.occuporion , -S.1-U D e f'/ -T
YourorssnizqtionName , BUA PF+-fh- fgs1,1Uag bP L#A/
your Highest euqlilications , + 2_
Please respond below with t, 2, 3, 4 or 5, where t aad 5 are explained"

Venue:

TIIE
Yes / No

E

5. Stongly agree

5. Strongly agree

5. Adequate examples

5. Too high

F. The couI.se contents cornpared with your expectationsl. Too theoreticol 5. Too entpirical
C. The course exposed you to new knowledge and practices

7. Strongly disagree 5. Stt ongly agree

H. Will you recommend this coune to your coli, lgues?1. Not at all 5. yery srrong\,
TH E CONDUCl' OF 1'IIE COURSEA. The lectul.es lvere clear and easy to understand1. Strongly disagree

B. The teaching aids were effectively used1. Strongly disagree

C. The course rnaterial handed out rvas adequatel. Shongly disagree

5. Strongly agree

5. Strongly agree

5. Strongly agr.ee

*=

D. The instru-ctors encouraged interaction and rverc he)pfull. Strongly disagrce 5. Sirongly agree

Dqte Frou I"^/ Itl&l"lnlg

)



Course overview on "CYBER FORENSICS" was organized and conducted by
tl.re Bharath lnstitute of Law for tl.re benefit of law students frorn 1 7/0g/20 I g to
2210912018. Totally 64 students attended this course.

The following resource persons conducted the course.

o Dr. A. Vijayaiakshmi, Assistant professor (Senior Scale), Dr.Arnbedkar
Government law college, Chennai

o Mr. M.A. Saleem Ahmed, Assistant Professor, Bharath lnstitute of Law

COURSE C INATOR
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